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FOREWORD

A forum Safety for the Future arose out from the idea and the need to see security problems
as a whole, and yet separately, through a prism of scientists and experts to bring science,
company practice and economy together. The forum contains several important events: the
International Scientific Conference "Security and Crisis Management-Theory and Practice",
an exhibition of tools and equipment, demonstration exercises on the usage of different assets
and equipment in various security activities and numerous debates and discussions with a
variety of topics.

This year, for the eighth time, we are realizing the conference "Security and Crisis
Management-Theory and Practice", with new elements of researching security phenomena in
the field of crisis management, but also including all related areas. The fact is that the
environment in which individuals and legal entities exist is increasingly complex, and the
range of phenomena that affect the security of an entity is becoming wider. It is consist of
familiar and unfamiliar circumstances. Managing those circumstances is possible to a certain
extent if there is an optimal and necessary quantum of knowledge. Hence, knowledge is the
foundation on which is necessary to build the capabilities of individuals and legal entities to
be able to recognize, prevent and react to threats.

Crisis management has become an everyday need, essential for the survival of individuals,
companies or society as a whole. It is more and more difficult to assess the risk of events with
negative effects at the very beginning of their occurrence, and coping with negative
consequences leaves harder effects on society. Scientific research of security phenomena has
become the priority of society's sustainable development. Scientific knowledge is necessary for
systematic knowledge of phenomena in the environment, and practice for checking their
usability.

Scientific findings do not always come to those who perform security tasks, such as individuals
or legal entities. Therefore, there is a need for scientists and experts to meet and exchange
ideas, opinions and knowledge. Materialization of knowledge is carried out daily in the
process of modern business and management. Exposed to the impacts of a turbulent
environment, and focused on sustainability, modern business and management require
permanent monitoring of changes and adaptation to these changes.

Comprehension of the environment in which modern society exists is possible if there is the
necessary knowledge of the phenomena that characterize it. That knowledge provides an
opportunity for preventive action through an efficient risk assessment system. Only knowledge,
formed as a symbiosis of science and profession, has quality and strength, which guarantees
the possibility of preventive action and an optimal level of readiness to react to negative events.
The resistance of contemporary society to negative events depends on the degree of knowledge
development.

This year's conference is organized in specific conditions, with physical gatherings. Namely,
the world is facing a serious risk of an outbreak of armed conflict on a global scale. Not
analyzing the necessity of solving international disputes through war, it is the fact that in the
year 2022 we are standing on the edge of possible war between the Russian Federation and
NATO. That automatically implies the conflict on a global level. The special military
operation, conducted by the Russian Federation on the Ukrainian territory, has triggered a
sequence of events which affect the security of the whole world (economy, demography,
energy, finances, etc.). This crisis is just another proof that forum Security for the Future
properly observes the complexity of the security environment and steers it towards crisis
management. Bearing in mind that it is not possible to put all the problems in one Proceedings



or to answer all the questions, the forum will continue to deal with the contemporary security
challenges, risks and threats in the future, as well.

Proceedings from the 8th International Conference - Security and Crisis Management - Theory
and Practice, present a new value in the observation of a portfolio of security phenomena at
the strategic, company, and individual levels. The papers published in the proceedings are
new findings and views of the authors. A wide range of issues, confirms the assumption of the
necessity of such a conference. The papers presented at the last seven conferences have
unambiguously demonstrated the need for regional cooperation and the harmonization of joint
capacities. And spreading knowledge becomes a priority in the development of a security
culture.

The proceedings represent a review of existing knowledge, a source of new knowledge,
assistance to researchers and practitioners in solving security problems, support for those who
practically deal with security and a source of an initiative to improve existing knowledge in
the field of security, management and engineering.

We hereby invite all interested scientists and professionals to improve the quality of future
publications with their papers.

Program Committee



PROGRAM COMMITTEE

Branko Babic PhD, Higher Technical School of Professional Studies, Novi Sad -
Chairman
Aleksandar Andrejevic PhD, EDUCONS University, Sremska Kamenica, Serbia
Andrea Andrejevic Panic PhD, EDUCONS University, Sremska Kamenica, Serbia
Goran Andjelic PhD, EDUKONS University, Faculty of Security Studies, Sremska
Kamenica, Serbia
Darko Bozanic PhD, University of Defense, Military Academy, Belgrade, Serbia
Marijan Brozovic PhD, Polytechnic of Karlovac, Croatia
Ruggiero Cafari Panico PhD, Full Professor of European Union Law, University of
Milan, Italy
Gian Luigi Cecchini PhD, Full Professor of European Union Law, University of
Trieste, Italy
Sinisa Domazet PhD, EDUCONS University, Faculty of Security Studies, Sremska
Kamenica, Serbia
Drazan Erkic PhD, The Republic of Srpska Ministry of the Interior - Police
Administration Zvornik, Bosnia and Herzegovina
Tatjana Gerginova PhD, University of St. Kliment Ohridski, Faculty of Security
Skopje, Northern Macedonia
Ljubomir Gigovic PhD, University of Defense, Military Academy, Belgrade, Serbia
Ladin Gostimirovic PhD, College of Business and Technical Education, Doboj,
Bosnia and Herzegovina
Emina Hadzic Dreznjak PhD, University of Sarajevo, Faculty of Civil Engineering,
Bosnia and Herzegovina
Predrag Ilic PhD, Institute for Protection, Ecology and Informatics, Banja Luka,
Republika Srpska, Bosnia and Herzegovina
Zeljko Ilic PhD, Republic Administration CZ, Republika Srpska, Bosnia and
Herzegovina
Vladimir Jakovljevic PhD, University of Belgrade, Faculty of Security, Belgrade,
Serbia
Aco Janicijevic PhD, Accreditation Body of Serbia, Belgrade, Serbia
Jelena Jesic PhD, EDUCONS University, Sremska Kamenica, Serbia
Radislav Jovicic PhD, Business and Technical College, Doboj, Bosnia and
Herzegovina
Dragisa Jurisic PhD, Security Research Center, Banja Luka, Republika Srpska,
Bosnia and Herzegovina
Samed Karovic PhD, EDUCONS University, Faculty of Security Studies, Sremska
Kamenica, Serbia
Savo Kentera PhD, Atlantic Alliance of Montenegro, Podgorica, Montenegro
Nenad Komazec PhD, University of Defense, Military Academy, Belgrade, Serbia
Tomaz Kramberger PhD, University of Maribor, Faculty of Logistics Celje, Slovenia
Mirjana Laban PhD, University of Novi Sad, Faculty of Technical Sciences, Novi
Sad, Serbia



Ivona Shushak Lozanovska PhD, Faculty of Law, St. Kliment Ohridski University
Bitola, Northern Macedonia
Goran Maksimovic PhD, Security Research Center Banja Luka, Republika Srpska,
Bosnia and Herzegovina
Nada Marstijepovic PhD, Faculty of Maritime Studies, Kotor, Montenegro
Marina Mihajlovic PhD, University of Belgrade, Faculty of Technology and
Metallurgy, Innovation Center, Belgrade, Serbia
Aleksandar Milic PhD, University of Defense, Military Academy, Belgrade, Serbia
Branislav Milosavljevic PhD, Institute for Strategic Research, University of
Defense, Belgrade, Serbia
Dragan Mladjan PhD, Criminal Police University, Belgrade, Serbia
Nenad Mustapic PhD, Polytechnic of Karlovac, Croatia
Vesna Nikolic PhD, University of Nis, Faculty of Occupational Safety Nis, Serbia
Dragan Pamucar PhD, University of Defense, Military Academy, Belgrade, Serbia
Ruggiero Cafari Panico PhD, Full Professor of European Union Law, University of
Milan, Italy
Aca Randjelovic PhD, University of Defense, Military Academy, Belgrade, Serbia
Tomislav Radovic PhD, Faculty of Management Zajecar, Megatrend University,
Belgrade, Serbia
Momcilo Sakan PhD, Independent University of Banja Luka, Bosnhia and
Herzegovina
Slobodan Simic PhD, Security Research Center Banja Luka, Republika Srpska,
Bosnia and Herzegovina
Augusto Sinagra PhD, European Union Law, University of Rome "La Sapienza"
Miomir Stankovic PhD, University of Nis, Faculty of Occupational Safety Nis,
Serbia
Katarina Strbac PhD, Faculty of Engineering Management, Belgrade, Serbia
Jovan Vucinic PhD, Polytechnic of Karlovac, Croatia
Nahla Yassine-Hamdan PhD, American University in the Emirates, College for
security and global studies, Dubai, United Arab Emirates
Dusko Tomic PhD, American University in the Emirates, College for security and
global studies, Dubai, United Arab Emirates
Eldar Saljic PhD, American University in the Emirates, College for security and
global studies, Dubai, United Arab Emirates
Dr.h.c.. mult. Mgr. JUDr. Jozef Zatko, PhD., MBA, LLM, Honor. Prof. mult.,
Eurdpsky institut dalsieho vzdeldvania, Podhajska, Slovensko
Peter Plavcan PhD, Danubius University, Sladkovicovo, Slovak Republic
Marija Vukic PhD, IRC Alfatec, Nis, Serbia
Zeljko Zoric PhD, Sector Security Company, Banja Luka, Republika Srpska, Bosnia
and Herzegovina
Dragana Kosic Msc, Sector Security Company, Banja Luka, Republic of Srpska,
Bosnia and Herzegovina
Tatjana Bojanic, Institute for Standardization of Serbia, Belgrade, Serbia



ORGANIZING COMMITTEE

Milica Mladenovic, PhD candidate, S4 GLOSEC Global Security, Belgrade, Serbia,
Chairman
Slavica Dabizljevic, PhD candidate, RASEC, Belgrade, Serbia
Maja Mijatovic, MSc, S4 GLOSEC Global Security, Belgrade, Serbia



IMPRESSUM

Editorial
Komazec Nenad, PhD, Belgrade, Serbia
Babic Branko, PhD, Novi Sad, Serbia

Publisher
Regional Association for Security and Crisis Management-RASEC
S4 GLOSEC Global Security

Reviewers
Kramberger Tomaz, PhD — Slovenia
Karovic Samed, PhD — Serbia
Strbac Katarina, PhD — Serbia
Pamucar Dragan, PhD — Serbia
Babic Branko, PhD — Serbia
Randjelovic Aca, PhD — Serbia
Jurisic Dragisa, PhD — Bosnia and Herzegovina
Bozanic Darko, PhD — Serbia
Komazec Nenad, PhD — Serbia
Maksimovic Goran, PhD — Bosnia and Herzegovina
Tatjana Gerginova, PhD — North Macedonia
Milic Aleksandar, PhD — Serbia
Slobodan Simic, PhD — Bosnia and Herzegovina

Design
Mladenovic Milica, PhD candidate
Komazec Nenad, PhD

Edition
70 copies

The press:
Stamparija Donat Graf, Grocka, Belgrade

ISBN
978-86-80692-09-8

Notes:
The authors opinions expressed in this book do not necessary reflect the views of the
institution in which they are employed
All papers are reviewed and checked for plagiarism
Papers which express any form of discrimination shall not be published

@ GLOBAL “W R ABEK

SECURITY

11



CONTENT

1. THE WORLD AT THE CROSSROADS OF SECURITY PROCESSES
Y =Tl 01 Lo RRRSR 19

2. 50" ANNIVERSARY OF THE BIOLOGICAL WEAPONS CONVENTION AND THE
SMALLPOX EPIDEMIC IN THE EX-YUGOSLAVIA: EXPERIENCES AND
CHALLENGES IN THE NEW SECURITY ARCHITECTURE

Elizabeta Ristanovic, Ana Gligic, M.B.AI-Daheri...........cccccoeiiiiiiiceccee e 31

3. ECOSYSTEM-BASED DISASTER RISK REDUCTION IMPLEMENTATION FOR
INCREASED RESILIENCE TO WATER-RELATED NATURAL HAZARDS
Branislava MatiC, MIliCA ZIVKOVIC.........c.ccivviiiiiiiiere ettt st sve et sresbeeve e ennessennens 39

4. NEURO LINGUISTIC PROGRAMMING (NLP) IN MANAGERIAL PRACTICE
KALAFNA JANKOVIC.....cveiviiveite ittt ittt ettt sttt st et s ebeebesbesbesbesaesbeeseent e st ebseseenbestebseneanbantessensansaneen os 46

5. CONCEPTUAL CIVIL PROTECTION MODEL IN THE REPUBLIC OF SRPSKAWITH
REFERENCE TO THE REGIONAL DEPARTMENT ORGANIZATION
ZeljKO ZOriC, Dragana KOSIC........cvuieieueiiaerieieiesiste et sesteten seseetesese bt e st sesseseses e sassesenesesseseseses seenesens 52

6. FUTUROLOGY OF THE PRIVATE SECURITY SECTOR IN BOSNIA AND
HERZEGOVINA
SiNiSa DJUKIC, ZEIJKO ZOTIC...c.cvviuiiiiiiieeeiiis ettt ettt sttt eb e e 58

7. RIGHTS AND OBLIGATIONS OF THE CITIZENS IN EMERGENCIES
SIRJANA ETIC.....vevieiicieieee et ettt ekttt ket b s bttt et n R b st n e e 65

8. THE STRENGTH OF RESILIENT CITIES AND THEIR CHALLENGES
TS 1 11 g F= = ot oSO RRR 73

9. CHALLENGES, RISKS AND THREATS TO THE SECURITY OF THE REPUBLIC OF
SERBIA
Nenad Kovacevic, Antonio Mak, Branko TEOUOIOVIC..........ccueiiiiiiiiiiiic ettt st s 81

10. USE OF UNMANNED AERIAL VEHICLES INTEGRATED INTO THE CA4IRS
SYSTEM IN MODERN COMBAT OPERATIONS
Marko Radovanovic, Aleksandar Petrovski , Zeljko Jokic, Aleksandar Aleksic...........c.cccceceiiniienenne 88

11. ORGANIZATIONAL MEASURES TO RAISE THE CAPACITY OF LOCAL SELF-
GOVERNMENTS IN EMERGENCIES
=T 1<To I 6= T (0 Y] (ot 99

12. ORGANIZATIONAL MEASURES TO RAISE THE CAPACITY OF LOCAL SELF-
GOVERNMENTS IN EMERGENCIES
T aLEST= W B Io] 1= V4= RS 106

13. EMERGENCY SITUATIONS CAUSED BY BIOTERRORIST ACTS AND LARGE
PANDEMICS IN THE MIRROR OF THE COVID-19 PANDEMIC
JOVANKA TOSIC, ZOTANA IVELIC........vicviceieieie ettt ettt ettt ettt ettt s b e ete e e s be e saeeebesatesbaes eean 112

14. THE EFFECT OF BIOTERRORISM TO THE ENVIRONMENT
Z0rana IVELIC, JOVANKA TOSIC, .. vviveiieieieiieiie e ecteetee st sttt e et st eetteebaesat e et e et e ssessbassbessbesbesebeesteestesrns sans 118



15. SECURITY ASPECTS OF FLAWED SETTLEMENTS OF THE ROMA POPULATION
IN THE AREA OF THE AUTONOMOUS PROVINCE OF VOJVODINA
JEIBNA JOVANOVIC.....eivvieiieiieice ettt e ete sttt e et tesbe b e s reetes sab e st ets e s et e st e sbe s b et e sbesbesbebesbesbesbaabe st sbenbens 125

16. HIGHER EDUCATION IN EMERGENCY SITUATIONS - PROBLEMS AND
OPPORTUNITIES OF ONLINE TEACHING AND LEARNING
VesNa NIKOIIC, TAMAIA VUKIC.......cvcviiiiiiecrice ettt ete et veeve e sa et st n e e sbe st et e snesbestenes seenis 136

17. SECURITY OF COMPUTER DATA IN THE CRIMINAL POLICY OF THE REPUBLIC
OF SERBIA
SIAVICA DIHNIC...vcviiiiieiie ittt et ettt e e te et et eebeereeteebeebeeseesaebe et essers e s e be b esse s ebe b entens beabesneansan 145

18. PROTECTION OF VITAL HYDROTECHNICAL FACILITIES FROM TERRORIST
ATTACKS BY ENGAGING COUNTERDIVERSION DIVERS
Serif Bajrami, Misa Zivkovic, Nikolina Paunic, Popovic, Milan KresSojevicC............c.covverinnniencnennas 152

19. ECOLOGICAL SECURITY IN THE BROADER CONTEXT LEVEL OF GLOBAL
PROCESSES
] (o] oo =T I [ 11 o2 SRS 157

20. CIVIL DEFENSE OR CIVIL PROTECTION
DFAGISA JUFISIC. . vveeitet ettt bbbt bbb b s b bt e bt 164

21. FUTURE TRENDS IMPACT ON REPUBLIC OF SRPSKA CIVIL PROTECTION
(1ol =TT 1Y F= 1S 110101V oS 170

22. CONCEPT OF THE PROJECT OF IMPROVING THE ORGANIZATIONAL
STRUCTURE OF CBRN UNITS FOR USE IN CASE OF NATURAL DISASTERS BASED
ON EXPERIENCE FROM FLOODING IN THE REPUBLIC OF SERBIA IN 2014

(D TUEST= T BN F- U] 01V oS 182

23. GEOPOLITICS AND TERRORISM IN MODERN SOCIETY
Drazan Erkic, Miroslav BalJak.............ccieiiiiiiiiiies et e 189

24. COMMUNITY POLICING AND COOPERATION WITH EXTERNAL ENTITIES IN
THE FIELD OF SECURITY - THE CASE OF THE MURSKA SOBOTA POLICE
DIRECTORATE

Damir Ivancic, Leon Vedenik, Katja EMan..........c.ccoieiiiiniiieieisee e e 198

25. THE ROLE OF THE MANAGER IN RAISING THE QUALITY OF HUMAN
RESOURCES MANAGEMENT IN THE MODERN CORPORATION
TALANA GEIGINOVAL ...ttt ettt bbbkttt b bbbt £eb et b bttt bt s 207

26. IMPACT OF CLIMATE CHANGES ON THE DISASTER RISK REDUCTION
SYSTEM IN THE REPUBLIC OF SERBIA
Katarina Strbac, Nemanja Pribicevic, Marko Mihajlov............cccceoeiiiiiniiniieiccise e e 213

27. MODEL PRPOSAL FOR INTEGRATION OF DATA OF THE FLOOD RISK
MANAGEMENT TO THE DISASTER RISK ASSESSMENT
Merita Borota, Hatidza Berisa, Aleksandar Drobnjak..........cccccoveeiiiiniiineinneiseieseiesess e 221

14



28. PROTECTION OF TUNNELS AS CRITICAL INFRASTRUCTURE ON THE
CONNECTION NIS - VRANJE FROM THE DANGER OF EARTHQUAKE
Vukasin Vuckovic, Aleksandar Petrovic, Boban RANKOVIC..........cc..coviiieieieiie e e 228

29. THE PLACE AND ROLE OF THE ARMY OF SERBIA IN THE DISASTER RISK
REDUCTION SYSTEM IN THE TERRITORY OF THE REPUBLIC OF SERBIA
Nikola Vukojevic, Uros Polovina, Jelena LazareViC............ccccevvieiiierieisieeseisess e s 232

30. APPLICATION OF MULTI-CRITERIA DECISION-MAKING IN THE SELECTION
OF A LOCATION FOR THE DISPOSAL OF FLUORESCENT TUBES CONTAINING
MERCURY IN THE TERRITORY OF THE CITY OF NIS

Vukasin Vuckovic, Darko Bozanic, DUSKO TESIC........ccccveiiiiieieiiiiieiieite ittt sre et sresre e sresreere s srens 245

31. EVOLUTION AND CHARACTERISTICS OF THE THEORY AND STRATEGY OF
DETERRENCE OF THE RUSSIAN FEDERATION
Milan Miljkovic, Hatidza Berisa, Srdjan Zgonjanin..........cccovreieeenninneeneneseseees e seeenees 253

32. CHALLENGE RISKS AND THREATS TO INFORMATION SECURITY
Hatidza Berisa, Tamara GajiC, JOVAN PIeliC..........ccouoiiiieiniieie s 260

33. MONETARY POLICY RISKS ON THE DEVELOPMENT OF ENTREPRENEURSHIP
Milan Mihajlovic, Srboljub Nikolic, AlekSandar SAVIC............ccceiiireriieneee s s 269

34. APPLICATION OF ELECTRONIC CHARTS DISPLAY AND INFORMATION SYSTEM IN A
RIVER NAVIGATION ON THE SHIPS OF THE RIVER FLOTILLA
Serif Bajrami, Nikolina Popovic Paunic, Svetislav SOSKIC...........cccocerriiiiinineiecceee e e 278

35. OPERATIONAL DESIGN ON THE EXAMPLE OF NAVAL OPERATION EU ATALANTA —
SOMALIA
Serif Bajrami, Goran Radic, Zoran Sebez, Milorad PetronijevicC............cccoeevveeiennens e 285

36. REQUIRED KNOWLEDGE NECESSARY FOR SECURE AND SAFE REMOVAL EXPLOSIVE
REMNANTS OF WAR
Jovica Milicevic, Bojan Glamoclija, Jelena KISC........cccovvriiiriieiiisceeees e 292

37. CHALLENGES IN FLOOD RISK MANAGEMENT IN BOSNIA AND HERZEGOVINA
Edisa Nukic, Jelena Markovic, Fahreta ZepiC.........ccoviiiireeieiiiisenecee e e 298

38. TWO FLOOD RISK ASSESSMENT METHODOLOGIES FOR THE TERRITORY OF
NOVI SAD
Cveta Lazic, Srdjan Kolakovic, Slobodan KoIaKOViC...........cccveriiiiniiciecseeeee e 309

39. THE ASPECTS OF THE DIPLOMATIC PROTOCOL THROUGH THE PRISM OF THE
RUSSO-UKRAINIAN CONFLICT
SANAE SIMITJANOV.....c.eeiei et ettt b et bbb bbb e s bbb e bt b e 317

40. IMPROVISATION DURING MANUFACTURING MINE EXPLOSIVE ORDNANCE
AND CONTROL OF PRECURSORS AS AN ELEMENT OF STATE SECURITY
Jovica Milicevic, Bojan Glamoclija, Jelena KIStiC.........ccoiiiirriiiiiiis e 325

41. DRONE SAFETY IN U-SPACE USING DIGITAL TWINS
Tomaz Kramberger, Bojan RUPNIK..........couiiiiieee et e 331

15



42. CAUSAL RELATIONSHIP BETWEEN SOCIAL SECURITY AND EMERGENCY
SITUATIONS
Nenad Komazec, Aleksandar Milic, Aca Randjelovic, Zoran LapCeviC.........ccoecevrieniiieineneceenienns 339

43. THE SUBJECT OF MILITARY SCIENCES IN THE SPECTRUM OF MODERN
CRISES
Nenad KOmMAazec, SVELISIAV SOSKIC.......cuiiiiiiiriiriireiieireere sttt eve st ebs e eeveennenneseens 346

44. THE GLOBAL CHALLENGE OF TERRORISM DURING COVID-19
SrDjan Zgonjanin, Hatidza Berisa, Milan MilJKOVIC...........cccccocvviiiiiiiieeseicc e e 354

45. IMPROVEMENT OF INFRASTRUCTURE WORKS BY REMOVAL OF EXPLOSIVE
REM OF WAR - CASE STUDY ,,DENINO BRDO” -
Zoran Stevanovic, Djordje Krunic, Miodrag MilenkoviC.............ccoeiiiericiisieieiecce e 360

46. CIVIL DEFENCE SYSTEM OF THE REPUBLIC OF SERBIA
Y 1ot WY FoTo [T a0 1Y o 367

47. OFFENSIVE OPERATION FORCE MODELING — ANALYSIS OF AN EXAMPLE OF
BATALLION TACTICAL GROUP OF RUSSIAN FEDERATION IN UKRAINE
Miloje Ilic, Misa ZIVKOVIC, ZOFaN DJUFIC.........c.oiiiiieiieeiiei ettt sneenne s eenen 373

48. THE CAPABILITIES FOR USING A MECHANISED BATTALION IN A
BREAKTHROUGH FROM THE ENCIRCLEMENT
Branko Velickovic, Ninoslav Djudjic, Predrag RUZIC............ceiiiinieiiiniecensseee s e 380

49, THE CONCEPT OF MODERN ARTILLERY RECONNAISSANCE IN FOREIGN
ARMED FORCES AND ITS IMPLEMENTATION IN THE SERBIAN ARMED FORCES
IN THE FUNCTION OF OWN UNITS SAFETY

Zoran Djuric, Marko Markovic, Branislav Bojanic, VUK NOVAKOVIC.........c.ccccocevreriinisieice e 388

50. THE INTERDISCIPLINARY NATURE OF CRISIS MANAGEMENT
Viacheslav Chebotarov, Beata Glinkowska-Krauze, legor Chebotarov, Tetiana Bukoros.................. 395

51. COUNTERMOBILITY IN POPULATED AREA’S DEFENCE
Srdjan Kostic, Miroslay JovanoviC, ZOTan SEDEZ.............ccceriieieienisiseiese et oo 403

52. THE CONTRIBUTION OF UAVs IN IMPROVING THE LANDMINE FIELD
DETECTION PROCEDURE
Dejan Blagojevic, Bojan Glamaoclija, SrDjan Jovkovic, Milan Protic............ccccvvviiieiniennicinieens 409

53. THE INTERNATIONAL INNOVATION PROJECTS FOR IMPLEMENTATION OF
THE CONCEPT OF ECOLOGICAL AND ECONOMIC SECURITY OF AGRICULTURAL
NATURAL MANAGEMENT IN UKRAINE

Petro Skrypchuk, Viktor Rybak, Sergiy SKIYPNYK.........cccovieeiinieiniiseesseee s 417

54, STRATEGIC MANAGEMENT IN MODERN ORGANIZATIONAL SYSTEMS
Slavisa Arsic, Mitar Kovac, VIadimir KAtanCEVIC...........cocuiiiiieiiiecee ettt svae e s 425

55. SAFETY DURING REMOVAL OF EXPLOSIVE REMNANTS OF WAR
Aleksandar Milic, Srdjan Kostic, Bojan Sljukic, Stefan PUSUIIC............cccooiiiiiiiniiiiieece, 432

16



56. ALTERNATIVES TO PRISON SENTENCES
EMil TUIKOVIC, SIAVICA DINIC......vcvviiiiiiiceicteict ettt st s be bbb besbesbesbesbesbesbeans savens 438

57. INTEGRATED CONTROL SYSTEMS ON THE SHIP'S BRIDGE
Svetislav SOSKIC, Milan KFESOJEVIC. ........cciiieiieiiiiiice ettt e nenis 445

58. APPLICATION OF AHP AND MABAC METHODS IN CHOOSING A COMBINED
CONSTRUCTION MACHINE FOR FLOOD PREVENTION AND EARTHQUAKE
REMEDIATION

Nemanija Pribicevic, Darko Bozanic, DUSKO TESIC........ccccuieeriiiiieiiicie e s 454

59. MIGRANT CRISIS AS A SPECIFIC RISK MODERN EUROPE
DUSKO TOMIC, EITAN SAIJIC.......cvciiiiiiiieictc ettt be st sbesaetessereas 461

60. ESSENTIAL AND FORMAL ASPECT OF THE STATUS OF MILITARY SCIENCE
[ ToyA Lo L= gl o] (o7 VTR 473

61. EDUCATION OF RISK MANAGERS: A NEW APPROACH
Aleksandar Petrovic, Zeljko Marinkovic, VIadimir RISHC.........c.cccveiiiiiiieiec e 480

17



VI INTERNATIONAL SCIENTIFIC PROFESSIONAL CONFERENCE
SECURITY AND CRISIS MANAGEMENT - THEORY AND PRACTICE (SeCMan)
-SAFETY FOR THE FUTURE-
29™ and 30" September 2022, Sremska Kamenica, Republic of Serbia

THE EFFECT OF BIOTERRORISM TO THE
ENVIRONMENT

Zorana lvetic!, Jovanka Tosic?
L University of Educons, Faculty of security studies, Vojvode Putnika 67, Sremska
Kamenica, Republic of Serbia, zoranaivetic@yahoo.com
2 University of Educons, Faculty of security studies, Vojvode Putnika 67, Sremska
Kamenica, Republic of Serbia, tosicjovanka@gmail.com

Received: 20" July 2022
Accepted: 15" August 2022

Professional paper

Abstract: The situation in which the world found itself at the beginning of 2020 is one
of the examples of how infectious diseases can become a global problem. An even
bigger problem arises in recognizing the ways and causes of occurrence. Timely
recognition of the disease is one of the most effective ways for the adequate response
of health institutions. If the mass illness of people is viewed from the point of view of
health security, it is irrelevant how the disease originated, but from the point of view of
state security, it is very important to reveal the history of the infection, with special
emphasis on the possibility of bioterrorist action. The use of biological agents is
classified as a bioterrorist attack, as well as the use of chemical, radiological and
nuclear weapons. Biological agents are most often used, because they are cheaper than
radiological and nuclear weapons. There is a real danger of bioterrorist attacks in the
21st century, and the question is no longer whether a bioterrorist attack will occur, but
when biological agents will be attacked by terrorist groups.

Key words: security, bioterrorism, environment, biological agents, contamination

1. INTRODUCTION

The modern world has brought with it progress in armaments, and thus the number of
possibilities and opportunities for the choice of weapons, which can be used by terrorist
organizations to achieve their goals, has increased. Terrorist organizations make enormous
efforts aimed at increasing the consequences of attacks and do not hesitate to use all available
scientific discoveries for their purpose.

Bioterrorism is one of the more brutal forms of terrorism, as well as a form of political
violence. It is an unpredictable, increasingly likely and highly damaging event that has a huge
impact on the environment. Contamination of the environment can be done through a different
spectrum of negative phenomena and agents. The most dangerous contamination of the
environment certainly comes from the use of weapons of mass destruction. Knowing the basic
characteristics of weapons of mass destruction is an essential element for undertaking adequate
environmental protection measures. In a large number of cases, timely response is difficult,
and sometimes even impossible, due to the characteristics of the biological, chemical and
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radiological weapons themselves. Rapid identification of agents is one of the biggest problems,
because they are agents that cannot be detected by the senses.

The problem of pollution and destruction of the environment is increasingly given importance,
because it goes beyond the borders of one country and becomes a global problem. Any
negative impact on the environment leaves an indelible mark. The damage caused by a
bioterrorist attack can sometimes never be compensated. Extinction of plant and animal
species, pollution of water, air and soil directly affect human life and health.

The work covers the entire concept and characteristics of bioterrorism, forms of manifestation
and methods of action, as well as protection against the action of biological agents,
environmental contamination, radioactivity, chemical weapons and biological agents.

2. THE TERM AND CHARACTERISTICS OF BIOTERRORISM

Terrorism is defined as a method of deliberate and systematic use of violence with the aim of
instilling fear in people and representatives of the government, all in order to achieve personal,
political and other ideological goals. (Mijalkovic, 2018) Terrorist organizations have at their
disposal weapons that can be classified into four categories: conventional weapons and
explosives, nuclear and radioactive weapons, chemical weapons and biological weapons.
(Heyer, 2001)

The term bioterrorism can be defined as the deliberate use of biological agents (viruses,
bacteria, fungi or toxins of living organisms), which lead to the death or illness of people,
animals or plants, for the sake of the manifestation of ideological discontent directed towards
a certain government or population, which is done through attacks on civilians and resources.
Bioterrorism means: the use of biological agents that cause diseases, the use of weapons of
mass destruction, scientific research into biological weapons and the misuse of scientific
knowledge in the field of genetic engineering, with the aim of producing germs that kill
innocent people, the production and smuggling of biological weapons and the illegal sale of
dangerous strains. (Talijan, 2016) Like classical terrorism, bioterrorism is characterized by a
politically motivated target and a large number of innocent victims. With the help of
bioterrorism, various goals can be achieved: psychological pressure, mass death, endangering
the environment, the death of animal and plant life, as well as enormous economic damage.

Bioterrorism can be seen as one of the more brutal forms of terrorism, as well as a form of
political violence that has been resorted to throughout history. In the modern world, the use of
biological weapons is considered an inappropriate means of warfare, but terrorists have
become aware that by using deadly viruses and other forms of biological weapons, they can
threaten national and international security in the most effective way. (Cvetkovic, Popovic,
2011)

Bioterrorism theorist Jeffery Simon points to a number of reasons that could motivate terrorists
to use biological weapons, namely: the need for new and more aggressive forms of action,
while causing mass casualties, the influence of state entities on overcoming obstacles in the
development and application of biological weapons, as well as the availability of information,
knowledge and people. (Jeffrey, 1989) The use of biological weapons favors terrorist
organizations, due to the easy discovery of biological agents in laboratories, a short incubation
period, strong virulence and contagiousness, and as a result, mass illness and death, which
leads to the creation of panic and fear. Biological agents work even in small doses and require
smaller amounts of money, and have a specific effect on humans, plants and animals. Today,
the production of biological weapons is even simpler than before, the necessary knowledge is
more accessible, as is the equipment. It is very difficult to detect a bioterrorist attack in a timely
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and efficient manner, which leads to difficulties in establishing adequate measures to
neutralize the attack and adequate and quick treatment of the sick. (Cvetkovic, Popovic, 2011).

2.1. Forms of manifestation and methods of action of bioterrorism

The use of biological agents for bioterrorist purposes differs from the use of other instruments
of warfare because it consists predominantly of living organisms. A bioterrorist attack
manifests itself in the form of disease. Depending on which biological agent is used, it differs:
bacterial, viral, fungal and rickettsia diseases of humans, animals and plants. (Stojanovic,
Ristanovic, 2010)

Bioterrorists have a wide range of options available to them when it comes to their operations.
The characteristics of biological agents, which are reflected in the absence of odor, taste and
color, provide many avenues for easy expansion of the agent. Biological agents can spread
through contaminated food, water, infected contacts and objects, infected substances and
insects, through an aerosol cloud containing infected particles, infected shipments and in many
other ways. (Ristanovic, 2016) The most common way of infection is through the air, i.e.,
aerosols, using aerial spray, explosive bombs and rockets with infectious materials.
(Ristanovic, 2016) Aerosols have several characteristics that favor bioterrorists, namely:
length of functionality, which increases the chance for a larger area where the infection will
spread; by inhaling contaminated air, the agent remains in the lungs deeper and longer, and the
result of the disease is greater, when the agent is deposited in the lungs. (Ristanovic, 2016)
The problem with this type of infection is the impossibility of controlling the area that will be
infected, because wind, rain, temperature and other climatic factors affect the speed and
surface of the contamination.

2.2. Protection against the action of biological agents

Biological defense against the action of biological agents includes methods, plans and
procedures that establish and implement defense measures against attacks by biological
weapons. (Ristanovic, 2016) One of the problems when it comes to protection against the
action of biological agents is that a large number of biological agents are found in nature, so it
is very difficult to distinguish in a timely manner in which situations the infection was
intentionally spread, and when it occurred naturally via. For this reason, there is a need for
constant epidemiological surveillance of infectious diseases, regular monitoring of seasonal
diseases and unusual manifestations of known diseases, monitoring of morbidity and mortality
of animals and other phenomena that may possibly be an indication of unnatural changes. The
occurrence of a bioterrorist attack can be indicated by a sudden and unexpected occurrence of
illness and death, simultaneous infection with two or more pathogens, as well as when a disease
appears in a geographical area for which it is not characteristic (for example, the appearance
of tropical diseases in Europe). When a bioterrorist attack is suspected, it is necessary to
conduct a field epidemiological investigation in order to gather all the data that will confirm
or refute the suspicion of a bioterrorist attack. The detection of biological agents can be done
through samples of water, air, food, through blood, urine, stool, from samples of various tissues
and organs of people, animals and plants. (Ristanovic, 2016) If it is determined that it is a
bioterrorist attack, it is necessary to implement biological decontamination measures. It is
necessary to coordinate and synchronize the police services, as well as the controlled and
efficient activity of all other services, which are involved in emergency situations, such as
firefighters, emergency medical assistance, civil organizations and others. Effective protection
also requires the cooperation of states. This is very important in all forms of terrorist activity,
including in the case of a bioterrorist attack.
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3. ENVIRONMENTAL CONTAMINATION

The term environment means all natural and work-created values. (Djordjevic, 2014)
Environmental contamination is a consequence of the action of a different spectrum of
negative phenomena and agents. In recent years, the problem of environmental pollution has
been increasingly given importance, because this problem goes beyond the borders of one
country and becomes a global problem. There are no boundaries in the environment and
consequently, the contamination of one element of the environment has the potential to affect
a large part of the planet. The most dangerous environmental contamination comes from the
use of weapons of mass destruction (radiological, chemical and biological weapons

3.1. Radioactivity

A radiological weapon is a weapon that distributes radioactive materials through an
uncontrolled fission reaction. The effect of radiological weapons is delayed. Radioactivity can
be defined as the energy that is released from radioactive materials during a nuclear reaction,
and consists of unstable and radioactive atoms that emit radiation in the process of decay, that
is, splitting. (Cvetkovic, Popovic, 2011) Artificial sources of radiation come from atomic
weapons, ammunition with depleted uranium, radioactive waste disposal, etc. Radiation to the
human body causes damage to individual cells. The same radiation does not cause the same
effect on all cells, but it depends on the types of cells and their sensitivity. The largest number
of diseases caused by radiation originates from tissues that divide rapidly, so the consequences
of damage to the bone marrow, gastrointestinal tract and damage to the central nervous system
can be observed first. Harmful consequences manifest themselves in different time intervals,
and they leave a mark both on the person they affect and on the offspring.

The likelihood of misuse of radiological weapons has increased in recent years. In support of
this, data show that criminal activities related to theft and smuggling of radioactive material
are on the rise. An attack with radiological weapons is more attractive to terrorist groups than
an attack with nuclear weapons. The reason for this is that radiological weapons are not as
demanding as nuclear ones, and they cause a reaction. A bioterrorist attack can be carried out
using a dirty bomb. A dirty bomb is a low-power explosive device that disperses radioactive
material into the environment by means of an uncontrolled fission reaction using a classic
explosive. (Cvetkovic, Popovic, 2011) At the moment when detonation occurs, radioactive
material spreads into the environment. The effect of a dirty bomb is determined by the intensity
of the initial impact caused by the explosion, the action of ionizing radiation and
contamination. Urban places with a high population density are especially suitable, because
panic is caused among the population. An attack with this weapon can be carried out almost
unnoticed, for example by leaving a small suitcase at a train station, where there is a lot of
traffic.

Radioactive materials that can be used for production are relatively available, such as cesium
nucleotides, depleted uranium, radioisotopes of iodine, americium, cobalt, radium and others.
Cesium is stored in the body of humans and animals, mostly in muscle tissue. Depleted
uranium means uranium with a content of the isotope 235-U below 0.7% (most often the
content is around 0.2%) and isotope 237-U in the amount of 99%. (Bakrac, Klem, Milanovic,
2018) It is a toxic, by-product of the uranium enrichment process and is a very dangerous
radioactive waste. The entire living world is destroyed at the sites of the explosion of depleted
uranium missiles. When this weapon is used at the moment of pollination of plants, spawning
of fish and mating of terrestrial animals, it disrupts the population structure of species and
leaves permanent consequences for the number of species, and also creates gene mutations.

121



The main threats of the use of radiological weapons are economic, social and psychological in
nature. When radioactive material is dispersed, it causes great economic consequences,
because the decontamination process is very expensive. The contaminated area must be closed,
the population evacuated, and thus the normal functioning of people's lives is disrupted. In
addition to these consequences, a mark is left on the environment, the functioning of the plant
and animal life is disrupted.

3.2. Chemical weapons

harm in some other way. Chemical weapons act through chemical reactions and leave effects
on objects, and survivors usually have permanent health effects. (Indjic, Terzic, Andric, 2019)

Characteristic features that favor terrorist organizations are: high toxicity, different effects on
organs, hidden initial effect, impossibility of perception by the senses, weak possibility of
detection and quick identification. The impossibility of quick identification of the agent means
that its recognition is based on the symptoms it cause (Gary, Jeremy, 1999).

Chemical means can be used for terrorist purposes, by chemically contaminating a certain
space, water, air and food. Chemical contamination means the presence of chemical agents in
dangerous concentrations in the form of droplets, vapors, fumes or gases. (Rutic, 2016)
Chemical weapons are considered a silent and invisible killer, because the absence of smell,
color and any other properties that would allow the abuse of chemical weapons to be noticed
in time, can lead to major consequences for the environment. There is almost no safe
protection. Toxic chemical agents are able to disturb, incapacitate or kill the population, animal
and plant life, contaminate the soil and everything found in the area affected by the agents.
They can cover an area of several tens to several hundreds of hectares, and carried by air
currents, they can spread over several square kilometers (Gacinovic, 2012).

3.3. Biological agents

Biological weapons are not a characteristic of the 20th and 21st centuries, but their use has
roots in the distant past. As proof of this claim, an example from the 4th century BC can be
cited, when the Scythians used arrows unmelted with the blood of those suffering and dying
from infectious diseases, in order to achieve victory in the fight against their enemies.
(Ristanovic, 2016) The 2001 anthrax letter attack is one of the more famous bioterrorist attacks
in recent history. Namely, at that time, 5 letters with high purity anthrax spores were sent
through the postal system of the United States of America. The consequences of this attack are
reflected in the death of five people, 22 infected persons and over 30,000 citizens who were
exposed to risk and were treated preventively. The material costs of decontamination are
measured in billions of dollars (Kokoskov, Trbojevic, 2020).

Biological weapons are one type of weapon of mass destruction. For the first time, the concepts
of biological weapons and biological warfare officially appear after the Second World War,
after the session of the General Assembly of the United Nations (Cvetkovic, Popovic, 2011).
Biological agents, according to the definition of the Resolution of the General Assembly of
the United Nations: "are living organisms that are used in war to cause infection or death of
people, animals and plants, either due to their nature or the infectious substances they release,
and whose actions in the attacked organism are based on the process of reproduction.”
(Resolution 2603 (XXIV), 1969) According to the Convention on the Prohibition of the
Development, Production and Stockpiling of Bacteriological and Toxic Weapons and on the
Obligation to Destroy Them, biological weapons are understood as microbiological or other
biological agents or toxins, regardless of their origin or method of production, which by type
and quantity are not intended for use for prophylactic, protective, or other peaceful purposes
and weapons, or equipment intended for the use of such agents or toxins for hostile purposes
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or in armed conflict. This Convention on the international level legally regulates the
prohibition of storage and development of biological materials, and it was supplemented by
the Geneva Protocol, which obliges the signatory states to provide the United Nations with all
data on research, findings and the existence of biological weapons (Raicevic, 2010).

Understanding the process of transforming biological agents into biological weapons is
essential to understanding bioterrorism. Milton Leitenberg (Milton Leitenberg) talks about the
essential prerequisites, which must be met, in order to produce biological weapons, namely:
possession of a suitable strain of pathogenic microorganism, expert knowledge, skills in
handling microorganisms in their processing, cultivation, storage and effective dispersion.
(Leitenberg, 2005) William Clark states that it is necessary to have material means,
professional people, but also people who are ready to carry out a bioterrorist attack (Clark,
2008). A special convenience for the use of biological agents is the fact that the production is
not very expensive and that no special sophisticated equipment is required. Certain biological
agents can be transported over long distances without any problems under favorable climatic
conditions. The risk of using biological agents for terrorist purposes has increased, and the
reason for this is a large number of new institutional and non-institutional laboratories whose
work does not have total insight, simplicity in production, and wide availability of important
information. The effect of a bioterrorist attack depends on the organization, size and financial
capabilities of the terrorist organization.

One of the more famous attacks with biological weapons took place on March 20, 1995 in
Tokyo. Five members of the Aum Shinrikyo sect dispersed the poisonous sarin gas in the
Tokyo subway. The consequences of this attack were the death of 12 people, over 1,000 people
were injured, 17 of whom were life-threatening. This sect also tried to use other biological
agents, such as anthrax.

4. CONCLUSION

Under the influence of the development of humanity, terrorism is also developing, which
represents an increasing problem of modern society. Classic forms of terrorism have largely
been replaced by modern forms that use new scientific knowledge and achievements. The use
of weapons of mass destruction is becoming more and more realistic. Unfortunately, it is very
difficult to identify and react in a timely manner due to the very nature of biological, chemical
and radiological weapons.

The goal of a bioterrorist attack is endangering a large number of innocent victims,
psychological pressure, mass death, endangering the environment, the death of animal and
plant life, as well as enormous economic damage. Permanent consequences on the
environment can be seen in the extinction of certain plant and animal species, various
mutations that manifest themselves in the form of degenerative diseases.

A bioterrorist attack requires the coordination and synchronization of police services, but also
the controlled and efficient activity of all other services, such as firefighters, emergency
medical services, civil organizations and others. Effective protection also requires the
cooperation of states in order to suppress the effects of an attack, because the misuse of
biological, chemical or radiological agents leaves a mark on the environment that goes beyond
the borders of a single state.
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